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EMP Mitigation Strategy Outline

A Introduction and IAN, LLC team

A EMP impact: economic and infrastructure

A What to do- benefits of protecting 10%

A Tech Solutions Assessment$AN 4 Levels

A Tech Solutions Modular Systems

A Tech Solutions Business Continuity Parks/Net




JAN, LLC Team

A Chuck Manto, CEO (telecom and economic development exe
A Robin Frazier, VP (former MD county commissioner)
A IAN EMP Consulting Consortium

I Dr George Baker, James Madison University Institute for
Infrastructure and Information Assurance (Cyber and EMP
Security)

I John Kappenman, Storm Analysis Consultants (Space
Weather and Utility Assessments)

I Dave Fromme, SARA Inc (Testing)
I Bill Kaewert, SENS, Inc (Generator Power Assessments)



Welcome and Introduction

A EMP Defined: A large regional or continental electromagnetic
pulse (EMP) can be caused by a agihude nuclear burst or
solar storm from radiation that strips off electrons from
molecules in the upper atmosphere creating disruptive and
damaging electromagnetic fields

A Likelihood: It is a catastrophic low frequency but 100% likely
high impact event

A Purpose: Review technical and systems solutions
I Triage
I Civilian Infrastructure Protection EMP Rating System (CIPERS)
I Modular COTS environments
I Business Continuity Parks and Networks



Electromagnetic Pulse (EMP) Source:

Man made(Least cost Natural (No cost, 100%
highest impact human threat) likely in time, will 2012 be 1?)

A Highaltitude EMP from Solar stormssee NAS
nuclear bombs G{ LI OS 2SI IKSNE wSlI
I More fully understood after 2008 )
high altitude tests

I Soviets developed capabilities
twice US

I High yield continental

I Low yieldg regional
A Lowaltitude nuclear burst
A Conventional bombs Photo: Courtesy ESA & NASA

A Directed energy weapons
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EMP Impact

Consensus: (July 2004,2008 Reports of the US
Congressional EMP Commission)
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EMP Impacts ALL 18 Critical Infrastructure and k
Resources Secterb | G A2y £ Ly FNF & NHz

Critical Infrastructure and
Key Resources Sector

Sector-Specific Agency

Department of Agriculture®

Department of Health and Human Services® Agriculture and Food

Department of Defenses Defense Industrial Base

Department of Energy Energy?

Department of Health and Human Services Healthcare and Public Health

Department of the Interior National Monuments and Icons

Department of the Treasury Banking and Finance

Environmental Protection Agency Water:

Department of Homeland Security

Chemical

Commercial Facilities

Critical Manufacturing

Dams

Emergency Services

Nuclear Reactors, Materials, and Waste

Office of Infrastructure Protection
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Office of Cybersecurity
and Communications

Transportation Security Administration

Transportation Security Administration
United States Coast Guard'

Immigration and Customs Enforcement,
Federal Protective Service

Information Technology
Communications

Postal and Shipping

Transportation Systems#

Government Facilities"
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Cascading Effects on Infrastructure
--from EMP Commission Report July 2008

A Depending on the specific characteristics of the attacks,
unprecedented cascading failures of our major
Infrastructures could result. In that event, a regional or
national recovery would be long and difficult and would

seriously degrade the safety and overall viability of our
Nation.

A The primary avenues for catastrophic damage to the Natior
are through ourelectric power infrastructure and thence
Into our telecommunications, energy, and other
Infrastructures

A These, in turn, can seriously impact other important
FaLSOGa 2F 2dzNJ bl GA2yQa A
means of gettindood, water, and medical caréo the
citizenry; trade; and production of goods and services.



EMP Assumptions Effects

g,

A Categories
I Electric and water utilities
I Communications and
computing
i SCADA (supervisory control &
data acquisition)

I Security systems
I Transportation
I Manufacturing
I Medical

A Pulse travels
i Air
I Conductors

T Ground
5/23/2010
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EMP Planning in NFPA 1600

Disaster/Emergency Management & Business

COOQORP Includes EMP Plans and Mitigation
A CH 1 Business COOP, public & private

A CH 5 Comprehensive program elements

I 5.3.2 Hazards to be evaluated:
A Natural (including geomagnetic storms in #1b ix)

A Human caused (accidental and intentional)
I Includes EMP in #2b.ix

A Technologicataused events
I 5.3.3 Entity shall conduct an impact analysis
A Health and safety
A COOP
A Economic

A Seehttp://www.nfpa.orq/assets/fiIes//PDF/CodesStandards/169007.pdf
A Work with public safety and local government groups (PTI) to implement



http://www.nfpa.org/assets/files/PDF/CodesStandards/1600-2007.pdf
http://www.nfpa.org/assets/files/PDF/CodesStandards/1600-2007.pdf
http://www.nfpa.org/assets/files/PDF/CodesStandards/1600-2007.pdf

5/23/2010

Geographic Impacts of EMP

W Map R1372

Area Effected by an Electromagnetic Pulse, by Height of Burst

Source: Gary Smith, "Flectromagnetic Pulse Threats,” testimony before the House Mational Security
Committee, |uly 16, |997.
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Extent of Communications
and Power Los

Extent is aangedependent on:

i
i
EMP event (source, size, location) I",;
Size of equipment and receptivity to EMP |i':
Use of integrated circuits ; ii
Connection to long lines igﬁ

All missionrcritical systems at risk 'E:
Only guaranteed by shielding and testing ,';li
All communications impacted \siz

(Phone, cable, television, radio)
Need alternate ofigrid system

Independent of wireline

Independent of power grid
Black outs (especially northeast)

3 Months if regional hit

2 Years if national hit

(See Natignal Academy of Sciences 2008 rey

a{ LI OS 2SI UKSNEU
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Infrastructure Impacts of Inaction

Exhibit 2: Assumptions on likely impacts of EMP

Infrastructure Percent of capacity damaged Midpoint O(Egﬁltﬁg()ement times
Low case| Midcase | High case Lowcase| Midcase | High case

Electric grid

Transformers 10% 40% 0% 25 135 33.0

Other 30% 40% 50%| 1.5 5.0 10.0
Communications systems

Large 10% 20% 50%| 4.0 18.0 27.0

Small 5% 20% 50%| 2.0 12.0 17.0
SCADA

All types 5% 20% 50%| 1.5 5.0 10.0
Electronics

Large 20% 45% 70%| 4.0 12.0 17.0

Small 1% 2% 3%| 15 5.0 10.0

Source: Charles Manto, Instant Access Networks




Socletal Impacts of Inaction

Financial Impact
Note:Conservative Numbers Showing Local Economic Loss of

Output NOT Accounting for Infrastructure Damage, Repair or
Secondary Effects from SAGE/IAN N/E Economic Impact Stud

Exhibit 5: Economic loss relative to regional and U.S. gross domestic product, 200

Low casel Middle case High case
Months for full recovey 4 18 33
Total lost value of economic activity,
Tot_al lost value as sha_re of annual 6.5% 40% 147%
regional gross domestic product
Tot_al lost value as sha_re of annual 0.3% 1.9% 7 0%
national gross domestic product




Savings with Shielding

Pal

CNR2Y {I3S 9at ! aas

Exhibit 9 Total economic loss with and without ddiag

aay.

PostEMP capacity with PostEMP capacity without
shielding shielding

Low Middle High Low Middle High

case case case case case case
Total lost value of
economic activity $9 $30 $586 $34 $212 $771
(billions)
Total lost value as share ¢
annual regpnal gross 1.7% 5.7% 111.0% | 6.5% 40.0% | 147.0%
domestic product
Total lost value as share ¢
annual national gross 0.1% 0.3% 5.3% 0.3% 1.9% 7.0%
domestic product




Geomagnetic Storms and Large Power Grids

(Geomag Slides courtesy
of J Kappenman of Storm
Analysis Consultants)

Storms have Continent
Wide Footprints
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Severe Geomagnetic Storm Disturbance Scenario

Power System Disturbance and Outage Scenario of Unprecedented Scale

Areas of Probable : :
Power System Impacted Regions involve

COIlapﬁgritage Foundation EMP RE\)/QVH(!YIZIOal"glon Of >130 MIHIO
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Power Grid Vulnerability and Future Outlook Summary

Adistorically large storms have potential to create Power Grid Blackouts and
Transformer Damage of unprecedented proportions

A ong term blackout, lengthy restoration times, and

AChronic shortages & associated social impacts (multiple years) are possible

Aconomic and societal costs could be also of unprecedented levels;
August 14, 2003 Northeast Blackout Cost Estim&i4¢- $10 Billion
Adurricane Katrina Cost Estimate $81- $125 Billion
ASevere Geomagnetic Storm Scenario ~$1- $2 Trillion in 1st Year

Depending on Damage, Full Recovery could takei410 Years

Amproved Situational Awareness for Power Grid Operators is needed and is ree

available

AEmphasis on disturbance environments/GIC levels instead of ambiguous K/G |

Aviajor Emphasis should be focused on Preventing StorfRelated Catastrophic

Failure - Remedial Design measures for the Grid (transformer neutral resistors)

readily feasible and cost effective

[ g

Herit Eoundation EMP Review (c) 2010
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What to Do about It

Protect the critical 10% ASAP



How to Protect

A Triage
A Use top industry leaders for assessments

A Use IAN civilian infrastructure 4 level rating
scale and methodology

A Use scalable and quickly deployable modules
A Create EMP hardened microgrids

A Create EMBafe Business Continuity Parks
and Networks



L! bQa 9at wl

IAN LEVEL Base Shield Compare to MIL SPEC 188-125

1HHz- 10 MHz 10 MHz-1GHz 1GHz-10GHz

(ea 20 dB is a factor of 10) (-10 series only)
EMP 4 140 dB 60dB above MIL SPECto 1KHz 140 dB (60 dB above MIL SPEC) 140 dB
EMP 3 100 dB 20dB above MIL SPEC to 1KHz 100 dB (20 dB above MIL SPEC) 100 dB
EMP 2 60 dB 20dB below MIL SPEC to 1KHz 60 dB (20 dB below MIL SPEC) 60 dB
EMP 1 30 dB 50dB below MIL SPEC to 1MHz 30 dB (50 dB below MIL SPEC) 30 dB

ACivilian critical infrastructure can be composed of rooms, systems,
facilities, campuses, and networks spanning regions or continents.

Aan overall design approach to business continuity will require different
levels of protection depending on the importance of the system element
being protected and its vulnerability.

Arhis civilian infrastructure rating system is a 4 level system-wide
protection method where level three meets or exceeds various MIL
SPECs for EMP and TEMPEST requirements.



Modular & Scalable Mitigation
Strategies

Vd Pal b Vd Pa 4

L! bQa 9at t NRUSOUSR azoAt
Shows Common Ground System for Grid, Generators,
Communications

Heritage Foundation EMP Review (c) 2010
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Modular Mitigation Strategies

A EMP Transportable pods: A Protected modules can include:
As5SLIt 2ea 2y S 2N mn A MNetwdrkimarageeénty S
A Stackable and stealthy A Power management
A Deploys in, next to, on or without A Data storage
buildings A Critical communications
- A SCADA

o 2 A Other critical infrastructure

A Bio/chemical/rad air filters
' -

Heritage Foundation EMP Review (c) 2010
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SPECIFICATIONS for ERRROTECTED
TRANSPORTABLE PODS

Instant Access Networks, LLC (IAN) produces
electromagnetic pulse (EMP) protected rooms that inse
Into standard ISO cargo containers. The following
specifications indicate the dimensions and weights of tt
units including the cargo container shells.

Transportable PODS

LEVEL LENGTH EXTERNAL SIZE INTERNAL SIZE SHELL WT INSERT WT COMBINED WT
EMP 4 20’ 8'X20'X8'6" 6'51/2"X varies* X7'1/2" 4800 Ibs 4900 Ibs 9700 Ibs
EMP 3 20' 8'X20'X8'6" 6'9 1/2"X varies* X7'41/2" 4800 Ibs 3600 lIbs 8400 Ibs
EMP 4 40 8'X40'X9'6" 6'51/2"X varies* X8'1/2' 8400 Ibs 8575 Ibs 16,975 Ibs
EMP 3 40' 8'X40'X9'6" 6'91/2"X varies* X8'41/2" 8400 Ibs 5800 Ibs 14,200 Ibs

(others possible) (internal length varies) (wt is approx) (wt is approx)



EMP Remote PodsSpecifications

EMP-Hardened Fiber Optic Network

and Data Center Modules

COMPONENTS

Outer Door
Inner Door

Air Vents

Power Filter
Fiber Optic Pipe
Penetration Panel
Common ground

Optional Generator

Electric Distribution

Electric System
Static flooring

5/23/2010

LEVEL

3 (system)
4 (system)

3or4
3or4
3or4
3or4
3or4

2-4
3-4

3-4
3-4

EN.QMWK P..- protected

Mobile Command Center

TRANSPORTABLE PODS DIMENSION
DESCRIPTION MISC

Steel 351/4"x T Single layer system
Aluminum 34 1/4" x 6' 6 1/2" Dual layer system
EMP protected wave guides 10" square 2 or more
225 or 400 Amp triple phase each  Varies 1-3 power filters
Allows passage of fiber optics 1" wide or larger 1 or more
Brass panel for special connections 12" square 1 or more .
Ground plane wall for all connections Varies Has 8-10' ground pipe
12.4 kw Diesel Generator or larger  Varies With transfer switches
200 amp distribution panel prewired Varies Can be higher cap
Electric outlets and RF conduits Along 3 walls Prewired conduits
Static proof rubber flooring Full room Color options

Heritage Foundation EMP Review (c) 2010
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EMPsafe Electrical Systems

The pods and trailers make use of an IAN designed common grou
plane wall for EM&safe electrical connections and penetrations.

See examples for grid and renewable energy systems:

EMP-Hardened Fiber Optic Network
and Data Center Modules

Heritage Foundation EMP Review (c) 2010
by C. Manto of IAN, LLC stBMP.com
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Modular Mitigation Strategies:
OHQ 9at ¢NJATfSNIIIYR Dal

al INSTANT ACCESS
NETWORKS, LLC

US DOT # 1647875 .

Heritage Foundation EMP Review (c) 2010
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EMRsafe Mobile Command Center

Supports 100 Amp, 3 phase Grid Connection with transfer switch to
generator systems. Pre-wired, light-weight (under 14,400 lbs), 32 ft long,
13 ft. 5 in tall, tested by SARA Inc at 145 dB of protection at weakest
point (1000 x stronger than MIL SPEC), Meets MIL SPEC188-125 pulse-

injection tests.
Emek Pm - Protected
Mobile Command Center

5/23/2010 Heritage Foundation EMP Review (c) 2010

by C. Manto of IAN, LLC stBMP.com 28



Modular & Scalable Mitigation

Strategies
A Examples of modular EMsafe COTS modules

Modular data/ communications center pods (protect net &
power mgmt, SANS)

Mobile command centers

Water utilities

Distributed energy generation systems
A Wind turbines, diesel generators

A Next gen flex fuel (H engine 40% more effective w/o N
oxides); solar

A Business Continuity Tech Parks

A\ Remote COOP facilities where rural supports urban
EMRprotected fiber optic net nodes

Tap into infrastructure funding and private investment
Universities and locgjovcan provide land instead of cash

A
A
A
A

> > > >



What Is in a Continuity Park?

A Roughly 10 acres (in total)

A Core with EMPhardened data and
communications

A Protected utilities

A Renewable energy systems using local
advantages

A Offices and housing as needed
A Emergency food supplies



Modular Strategieg Renewable
Energy Supported Networks

A Micro-grids (or distributed energy systemee
recommended by NAS reports due to fragile grid

A Micro-grids are inherently easier to protect
because of lack of long lines

A Local power users need local sources of power ir
case of EMP event disrupting transport

A Renewable (alternative) sources of power can be
that local source of power

A Alternative energy sources could be casdtified
sooner in EMP protected systems than on their
own



Financial Opportunities for
Protection

A EMP hardening at no cash cost for local gov
A Local private sector match for grant funds

A Quick resolution for protection needs

A Provides renewable energy

A Creates resilient communications and power

A First regional EMRardened fiber optic
networks and data centers now in progress



EMP safe Fiber Optic Route

A Need POPs every 30 miles, why not your t8wn
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http://www.tccwmd.org/news.html

Networked
Business
Continuity
Parksu

ANo cash required: 1 s - ¥
A ocal A TenaE s N
governments B T e |
Mospitals R R ]
AUniversities o

ACash provided by o e

private sector Private/Public Partnerships

Phase One

A everages grantsby T NSO
strong local match

5/23/2010

EMP-Safe, Networked
Business Continuity Parks"

Turn-key, EMP-Safe Communities

Heritage Foundation EMP Review (c) 2010
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Independent Support

A University of Maryland grant and press release
A Public Technology Institutevvw.pti.org)

A Maryland Technology Corporation

A Congressional Research Service report July 0
A SARA Corporation mil STD tests

A Other press and conferences



http://www.pti.org/

Modular Mitigation Reported by CRS

CRS Report for Congress

High Altitude Electromagnetic Pulse (HEMP) and
High Power Microwave (HPM) Devices:
Threat Assessments

Updated July 21, 2008

Clay Wilson
Specialist in Technology and National Security
Foreign Affairs, Defense, and Trade Division



Modular Mitigation Strategies

Contents

Background . ................ ... .... 1

The EMP Commission . . .............. 2

2008 Report on Critical Infrastructure Vulnerabilities . . . .............. 4
Private Sector and State Government Poorly Prepared ... .............. 4
Economic Damage Estimates after Attack on Washington, D.C., Region . 11
Portable Data Centers and Hardening AgainstEMP . . .. .............. 13
List of Tables

Table 1. Estimates of Damage and Recovery Times After HEMP Attack

on Washington, D.C., Regional Area . . . ... 12

To To To Po Do Io Do Do Io I

Prepared for Members and
Committees of Congress

Congressional

& Research
— \ Service



Modular Mitigation Strategieg Renewable Energy
Continuity Parks in the News

Press Releases UMD MTECH

FOR IMMEDIATE RELEASE Contact: Eric Schurr, (301)
405 -3889, schur@umd.edu October 9, 2008

Providing Power When There is None
Instant Access Networks, Frostburg Faculty
Developing Renewable -Energy -Fueled Power Grids
Safe From Electromagnetic Pulse Attacks

FSU and | AN are also planning
first EMP - protected business continuity park. It
will be located next to the FSU Renewable Energy
Center at the university and include input from the
Public Technology Institute (PTI). The park will give
urban area businesses and government agencies a
remote place to backup their data and an alternative
place to work in the wake of a disaster, in keeping
with a Continuity of Operations Plan (COOP).


mailto:schurr@umd.edu

Modular Mitigation Strategies

Power When there I s None ¢é.

Federal Agencies are required to have
(requirements). Businesses and other entities are recommended
to do the same through the National |
(NFPA) code 1600 for business continuity.

PTI plans to review the EMP - protected business continuity
concept among local governments nationwide.

AAssi sting | ocal governments i n creat.
them from natural and human -caused disasters requires

l nnovation and support from a vari et
Executive Director Al an Shark. #nAWe al
team working on this groundbreaking



Modular I\/Iltlgatlon Strategles

News Release X g

Roscoe Bartlett, o T

Representing the 6th District of Maryland

Committees: Armed Services, Science, & Small Business

A For Immediate Release: Contact: Lisa Wright or Harrison Mullin

A September 5, 2008 262252721

A Rep. Roscoe Bartlett Announces $738,000

ADNY YO F2NICNRAUOMINE {01FGS ! yAL
Faclility

A Washington, D.CcRepresentative Roscoe G. Bartlett of
al NEt Ithydlﬁtrfataannounces that the Department of Energy
(DOE) has approved a $738,000 grant, as requested by Rep.

Bartlett, to Frostburg State University for its Sustainable Energy
Research Facility (SERF).

Heritage Foundation EMP Review (c) 2010
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Specific Next Steps

A Assess total business or government system needs

A Map against 4 level IAN EMP Rating System, NFPA
1600

A Conduct triage

A Determine how to use modular solutions

A Determine participation in Business Continuity Nets
A Support local table top exercises

A Determine interest in grants and private funds
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